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Outline

* Cell suppression models and process

 Linear Programming (LP) model
» Sequential LP cell suppression program currently in production (LP-prod)
* Integer Programming (IP) model

» Adding tailored capacity to the cell suppression model
e LP-cap and IP-cap

* Applications of LP-cap and IP-cap
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Background 1/2

Cell Suppression

* One of many disclosure avoidance methods
* Primary sensitive cells are identified using p% rule - Ps
 Complements are selected to protect the Ps from being derived via
subtraction — Cs
* Ps and Cs are suppressed in the publication

* Used by Economic Census and other economic programs
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Background 2/2

Cell Suppression

* Model used
* Network minimal cost flow (MCF) — 1992 through 2007

* Protect one P and one hierarchical table at a time
* Backtracking necessary for overlapping table, could lead to infinite loop.
* Linear Programming (LP) — 2012, 2017, 2022

* Adopted 2-trial — a suppression pattern is determined after two optimizations in each
sequence

» Solution is searched through whole data structure (globally)
e Eliminated backtracking

* Developed mLP — find protection for multiple primaries in one model
e 1-lP-whenm=1

United States®

Census

ossssssssse Bureau



Notation Used in the Model
Notation |Description

x;’j ke Xij k each cell defines two variables; one represents the flow coming into the cell and the other out of
the cell

+ - . . . . .
Xpiik Xpijk Similarasabove, but distinguished for each P

Zijk binary variables corresponding to xi,l-,j,k used to coordinate across IP instances
L], k: for a 3-dimension table with each index represents a dimension

Cijk constant, appears in cost objective function, determines the cost of cell

Capfj,k capacity of cell(i,j, k) to target p

Vijk constant, usually cell’s value, used in bound of a variable

We sometime set ¢; jx = V; j k
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Other Notations
Notation |Description

P set of primary cells determined by sensitivity rule, usually, p% rule

C set of complements produced by cell suppression program

Ny = [P|

Seq-LP LP cell suppression program usually a sequential process

mLP multiple (m) primaries are solved in a sequence

IP or sim-IP IP cell suppression program referring a simultaneous process
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LP cell suppression model (used in LP-prod)

To find complementary (C)s for a particular primary (P)

e Objective

rows cols levs

. + —
min 7 7 7 Cije (XKt X k)

i=1 j=1k=1

 Linear constraints

. Additive_Iinear_constraints(xfj’k ):
+ - et - -
erel(i)(xrrel(i),j,k_ xrrel(i),j,k) - (xl,j,k_ xl,j,k) 2 fOI‘], k

+ - _ (et - .
2crei()) Xicrei(jyk— Xicretyk) = Kiie™ Xi1k) fori, k

+ - _ (et — ..
erel(k)(xi,j,lrel(k)_ Xijirelto) = (Xij1— Xij,1) fori,j

* P_constraint:
xf =prot(p), x =0
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P cell suppression program is a Sequential
orocess (LP-prod, seg-LP)

* For each p in primary set {

Is p
Solve protected?

objective: subject to

+ p_constraints

&

United Sﬁg@ 2. Mark any additional Ps
B

Update:
1. SetCs

that are protected.
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Simultanous IP model (Sim-IP)

* Objective is to minimize value suppressed
levs

: — \'rows ycols -
minY = ;-3 j=1 k=1 Ci,jk ik
* For each primary pingex
- : : + = = =
additive_linear_constraints(x,; 4o i), @ @ .. @

p_constraint(Pingex) ny

* For each primary pingex
. . —+
logic_constraints(z; j k, Xpingex.i j k)

+

Xpindex,ijk t Xpindexijx — PTOtDindex) * Zijx < 0

+ )

* Bounds(x,;ngexi ik
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How is the company level protection achieved
in LP-prod?

* Two passes:
* Base pass provides table level protection

e Super cell pass provides company level protection
* Find list of super cell (sc)- aggregation of 2 or more of P&C cells, in a relation, that failed p%
test.

e For eachsc
* Check and potentially lower the capacity of cells in the dimension of supercell

* Find complementary suppression(s)

* Why two passes? Why weren’t the tailored capacity implemented in the
LP-prod?
* Allows one model to handle multiple Ps
* Leads to over suppression
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Two-pass Programs

-

LP Model

(sequential) LP-prod: mLP, 1LP
IP Model

(simultaneous) P
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Adding Tailored Capacity to Cell Suppression
Model

* Capacity defines how much protection a cell can give to a target P cell

* Tailored capacity defines how much protection a cell can give to a target P
cell when accounting for company-level protection

e Usually, capacity appears in the bounds
+ - p
0= Xjjp Xijk < cap;jy
p
0= cap;jr < Vijk
* To 1-LP model

Only one pass necessary, but n optimizations vs 2n from LP-prod

 To IP model

Leads to a one optimization problem: one pass
United States®

Census

ossssssssse Bureau

12



Calculating Tailored Capacity

* We use p% rule to identify sensitive cell. When evaluating an adjacent
cell, x, trying to protect a sensitive cell, we measure the aggregates by
p% rule

* Compute prot(p) and prot(x U p) by p%

e prot(P) — how much protection does the P need
* prot(x U p) — how much protection does P need if cell x is selected as complementary

* If prot(x U p)>0 then

* capP(x) = prot(P) — prot(X U P)
* Else

* cap?(x) = val(X)
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The one pass algorithm

* Implementing tailored capacity to the base pass
* Eliminating super cell pass
* Applies to both LP (1-LP) and IP (LP-cap & IP-cap)

Why one pass? What are the advantages?
1. more sufficient suppression
2. Ideal for IP cell suppression model
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Programs

One pass Two-pass

LP Model
(sequential) LP-cap LP-prod: mLP, 1LP
IP Model
(simultaneous) IP-cap P

One

optimization

United States® program

Census

eassssssssms Bureau



Example 2-pass vs 1-pass

Simple 1D data : column 1 = column 2 + column 3 + column 4 + column 5

LP-prod (2-pass)

1 2 3 4 5
242 155 26 24 37
P=6
c=4 C=6
LP-cap (1-pass) (super pass) (base pass)
242 155 26 24 37
P=6 C=6
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IP Cell Suppression Mode

- a perfect candidate to add tailored capacity

* A new set of variables is used for each p€ P

T +

pl;i;j;k pz,i,j,k

. xpil’i’j’k and xgz’i’j’k referring to the same cell in the table for the same 1,j,k, yet are two
different variables.

* The disjoint sets of variables allows us to add tailored capacity

* For example, x for p;, and x for p, where p{,p, €P

* Adding tailored capacity to a simultaneous IP cell suppression model

* Find solution only in one optimization
* Provide desired company level protection

United States®

Census

ossssssssse Bureau



Test data

* Tiny
A tiny extract from Econ Census - 70 cells & 42 Ps

e Annual Capital Expenditure Survey (ACES)
4620 cells & 71 Ps

* Econ Census
1958 cells & 891 Ps.
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Tests on three different data sources

2015 ACES Econ Census

comparing LP-prod and LP-cap

# Cells in the overall table or publication 70 4,620 1,958

# P’s (primaries) 42 71 891*

Count of Complements 16 197 177
LP (Standard for comparison)

Value of Complements 96,910 4,475,000k 3,425k

Count of Complements 14 190 177

Value of Complements 94,650 4,471,000k 4,183k

. . Count of Complements -12% -3% -0%

%change in suppression

(cells,value) Value of Complements -2% -0.1% +2%

*This is an unduplicated count

All data value truncated to 4 significant digits for disclosure purposes
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Tests on three different data sources
comparing LP-prod and IP-cap

2015 ACES Econ Census

# P’s (primaries) 42 71 891*

# Cells in the overall table or publication 70 4,620 1,958

LP (Standard for comparison)

%change in suppression
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(cells,value)

Count of Complements 16 197 177
Value of Complements 96,910 4,475,000k 3,425k
Count of Complements 9 148 171
Value of Complements 69,730 4,359,000k 3,367k
Count of Complements -44% -25% -3.4%
Value of Complements -28% -2.6% -1.7%

*This is an unduplicated count

All data value truncated to 4 significant digits for disclosure purposes

Sources US Census Burean [Disclosure Review Board (DRB) approval number: CBDRB-FY24-ESMDO005-002].]



Conclusions

e Better suppression pattern, in general
e LP-cap > LP-prod

e Although in one case
* LP-cap < LP—prod (Econ Census — research in progress)

* |[P-cap is a one optimization program that

* Provides the best cell suppression results from all test data

Examples are Annual Capital Expenditure Survey (ACES), Econ Census
» Under suppression is possible when cap? (x,Ux,) < cap? (x1) + cap? (x,)
* |s computationally complex - NP-hard
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