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Disclosure Limitation- BLS Perspective

B The DRB provides guidance, oversight and approval for
disclosure limitation methods used for publication of BLS data
products in @ manner that maintains respondent confidentiality.

B Protect respondent information from unintentional disclosure
B Employ best practices in addressing disclosure risk.
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Overview

B Chartered under the Executive Oversight Board (EOB)

B Representatives from:
» Office of Survey Methods Research
» Program offices
» Office of Administration
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BLS Disclosure Limitation Practices
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Best Practices- DRB DLM Request lifecycle

Decision +
Produce report
when relevant
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Best Practices- Report example
Publishing Ratios or Percentages

Request information DRB Recommendation

Question- When is it permissible to  Discussion
publish the percentage or ratio of
respondents that provided a
specific answer or have a certain
characteristic?

Examples

10 — U.S. BUREAU OF LABOR STATISTICS - bls.gov

&
=BLS



Challenges- Transition:
From suppression of sensitive cells (via P%)

B Advantages

+ Provides accurate totals for cells that are published
B Disadvantages

- No information for some cells

- Quarterly Census of Employment and Wages (QCEW)
suppresses over 60% of all possible cells

- Weak guarantee of protection
- Difficult to manage additional publications
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Challenges- Transition:

To formal privacy (random noise)
B Advantages

+ Allows publication of most QCEW cells with small relative error
+ Guaranteed protection under very weak assumptions
+ Provides an easy way to manage new publications of data
+ Protection of one response is independent of others
B Disadvantages
- Cell totals will have additional error
- Should be optimized for use case
(often used for non-optimized use cases)
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Conclusion

B SharePoint improvements are reviewed routinely

B Ongoing research with Penn State University of formal privacy to
protect QCEW establishment microdata (no need for cell
suppression and applicable for publication/analysis)

B Other research- National Science Foundation funded work with
Research Triangle Institute(RTI) and BLS aims to produce a
differentially private version of the Survey of Occupational
Injuries and llInesses auto coder.
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Contact Information:

Disclosure_Review_Board@bls.gov

Daniell Toth- O
; egarra
Office of Employment and: | bhn Schilp
Office of Prices a

Office c
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