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Agenda

• Our Privacy Enhancing Technologies (PETs) work
• Synthetic Data and Differential Privacy
• Determining use cases
• Considerations before deploying
• Next steps
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Our Work on PETs at MDI

• Gates Foundation-funded work since 2021
– PETs in Statewide Longitudinal Data Systems and P20W systems

• PET pilot demonstrations 
• PETs resources on our website 

– PET 101 Trainings, PET Primer, PET Zotero library

→ Focus on synthetic data and DP, but PETs in general
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https://mdi.georgetown.edu/privacy-enhancing-technologies/


How do you know which PET is right for you?

• Determining use cases first
– Linking, access, disclosure avoidance?

• Value the PET could provide to your agency
• Considering data quality, format, and schema

– Ex. Longitudinal? Relational, integrated database? Small cell 
sizes?
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Example: How NSWERS realized they needed synthetic 
data

• Use cases 
– External researchers
– EdTech vendors
– Internal users
– Developers

• Value the data can provide
– Reduce administrative hurdles: Stakeholders can see correctly formatted 

data before signing DSA
– Reduce legal burden: DSA execution struggles
– Reduce privacy and security concerns: less PII being shared
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What to consider before implementing these PETs?

• Have need or use case ID’d first.
• Laws, statutes, and regulations governing data sharing and use.
• Leadership and their strategic goals.
• Institutional sign-offs.
• Staff capacity, funds, and available resources.
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How I’ve Come to These Conclusions…



NCES Secure Multiparty Computation Demonstration
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(federal grant and loan data)

(institution-level data)

Archer, D., O’Hara, A., Issa, R., and Straus, S. (2021, May). Sharing Sensitive Department of 
Education Data Across Organizational Boundaries Using Secure Multiparty Computation. 
Georgetown University, Washington, D.C.
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https://drive.google.com/file/d/1XyRIgK0dICN9Oxgm2_etCmy4__H0yFnl/view?usp=drive_link
https://drive.google.com/file/d/1XyRIgK0dICN9Oxgm2_etCmy4__H0yFnl/view?usp=drive_link


PETs in Education Landscape Analysis
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O’Hara, A. & Straus, S. (2022, Jul). Privacy Preserving Technologies 
in Education. Georgetown University, Washington, D.C.

https://georgetown.app.box.com/file/986519442961
https://georgetown.app.box.com/file/986519442961
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PET Pilot Advising

• Nebraska Statewide Workforce & Educational 
Reporting System → Synthetic data (see our 
report)

• ARData (Arkansas) → PPRL 

• DC Office of Education Through Employment 
Pathways → Schema alignment + PPRL

https://georgetown.app.box.com/file/1667722619158?s=eeco6jcix80y28x9gz4q9yqcjgiie02g


Consideration: Laws, statutes, and regulations governing data 
sharing and use.

• No current guidance on how PETs interact with existing data 
privacy statutes
– Up to individual jurisdictions 
– District, state, and federal laws and regs

• Some questions to consider: 
– Is this PET use considered a disclosure? Is this PET application 

considered ‘reasonable’ enough privacy protection? Are the resulting 
data ‘de-identified’ or ‘pseudonymized’? 

• Who needs to see/’see’ the data to deploy the PET? Can they?
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Consideration: Leadership and their strategic goals.

• Advocate for your PET deployment across departments and 
up the chain of command
– See Staff capacity, funds, and available resources slide
– See Institutional sign-offs slide

• Build PET integration into budget, strategic plans, learning 
agendas
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Consideration: Institutional Sign-Offs
• Information Technology staff, information and security officers, procurement 

staff
• Using service provider, technical assistance provider, or using open source 

software?
– Possible to contract / pass funds to provider?

• PET deployment location
– On premise, or in cloud / virtual machines?
– Available storage?

• Procurement processes for proprietary software and code
• Procurement processes for open-source software and code
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Consideration: Staff capacity, funds, and available 
resources.

• Staff and skill sets needed
– Data scientists, statisticians, database administrators?

• FTE / time commitment for project duration
• Funds 

– Staff time, service provider, new technology, and compute/storage space
– Can you do this without a TA provider?

• Assess sustainability 
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Next Steps for our PETs work

● Complete ARData and DC ETEP PET Pilots
○ Produce reports such as the NSWERS publication

● Refine our lessons learned from the pilots into screening 
tools and how-to guides

● Advocate for legal and regulatory guidance
● Stakeholder outreach to keep understanding data gaps
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https://georgetown.app.box.com/file/1667722619158?s=eeco6jcix80y28x9gz4q9yqcjgiie02g


For more info, see our:
● PETs Primer

● PETs in Ed paper  
● PET 101 Trainings
…and more, on our website. 

amy.ohara@georgetown,edu
stephanie.straus@georgetown.edu

https://mdi.georgetown.edu/privacy-enhancing-technologies/
mailto:stephanie.straus@georgetown.edu
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