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xD is an emerging technologies group that’s 

advancing the delivery of data-driven services 

through new and transformative technologies.

BEFORE DIVING IN – INTRODUCTION TO THE xD TEAM

We do this work by bringing on cohorts of Emerging Technology Fellows and by collaborating with 
others throughout the Census Bureau and beyond.
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AI/ML IS EVERYWHERE

3Source: https://aiindex.stanford.edu/report/



AS AI/ML ADOPTION RISES, SO DO THE NUMBER OF AI-RELATED INCIDENTS REPORTED 

4Source: https://aiindex.stanford.edu/report/



WHILE AI HAS GREAT PROMISE, IT CAN ALSO HARM THE PUBLIC
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WE’VE ALSO SEEN INCIDENTS WITHIN THE FEDERAL GOVERNMENT
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Incorporate methods for building and evaluating AI/ML 
systems that account for real-world human impacts.

With emphasis on being:

 Human-centric

 Transparent

 Accountable

 Privacy-preserving

Microsoft Responsible AI Principles

RESPONSIBLE AI (RAI) PRACTICES ARE NEEDED
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AI @ FEDERAL STATISTICAL AGENCIES

Using AI to enhance 
agency work and 

statistical products

Governing AI projects 
within the agency

Enabling responsible 
AI for the public

Often overlooked
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How can the Federal Statistical System 
(FSS) help enable and promote 
responsible AI practices across the 
government and for the public?

The Big Question: 



THE VISION: A COORDINATED EFFORT ACROSS THE FSS TO ENABLE RESPONSIBLE AI

Data collection / 
new data sources

New computational 
tools/demos

Novel research 
insights about 

impacts of 
algorithms on the 

public
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Why should the FSS use its resources to 
promote responsible AI?

Why?



FEDERAL STATISTICAL AGENCIES ARE UNIQUELY POSITIONED TO COLLECT DATA ON AI

Vast reach into households 
and businesses 12

Rich, widely 
varying datasets



RESEARCHERS ARE ALREADY USING SOME FSS DATA TO EVALUATE THEIR AI SYSTEMS
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Source: 
https://arxiv.org/abs/2211.08667; https://github.com/socialfoundations/folktables

https://arxiv.org/abs/2211.08667
https://github.com/socialfoundations/folktables


How can the FSS use its resources to 
measure AI impacts and build tools that 
promote responsible AI?

How?



EXAMPLE – CENSUS BUSINESS TRENDS AND OUTLOOKS SURVEY
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https://www.census.gov/hfp/btos/downloads/CES-WP-24-16.pdf https://www.census.gov/newsroom/press-releases/2024/business-trends-outlook-survey-artificial-intelligence-supplement.html

Data collection / 
new data sources

Work by Kathryn Bonney, 
Cory Breaux, Catherine 
Buffington, Emin Dinlersoz, 
Lucia Foster, Nathan 
Goldschlag, John Haltiwinger, 
Zachary Kroff, and Keith 
Savage



EXAMPLE – PRIVACY-PRESERVING MODEL AUDITING
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New computational 
tools/demos

INPUTS OUTPUTS

ID

1

2

3

ID Feature

2 700

3 800

901 60000

PJC 
protocol

Intersection 
size

2

Intersection 
size

Feature sum

2 1500

PARTY 1

PARTY 2

https://security.googleblog.com/2019/06/helping-organizations-do-more-without-collecting-more-data.html
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INPUTS

PARTY 1

PARTY 2

OUTPUTS

ID

1

2

3

ID Prediction 
= ground 

truth?

2 1

3 0

901 0

PJC 
protocol

Intersection 
size

2

Intersection 
size

Number of 
correct 

predictions

2 1

Accuracy = 1 / 2 = 50%

EXAMPLE – PRIVACY-PRESERVING MODEL AUDITING
New computational 

tools/demos



COMPUTING ACROSS DEMOGRAPHIC GROUPS
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Partner 
client

cloud.gov

Group 1
server

Group 2
server

Group 3
server

Group 4
server

Encrypted 
features

Encrypted 
sums

New computational 
tools/demos



Demo – ML model performance across demographic groups
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Demo – ML model performance across demographic groups
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THE VISION: A COORDINATED EFFORT ACROSS THE FSS TO ENABLE RESPONSIBLE AI

Data collection / 
new data sources

New computational 
tools/demos

Novel research 
insights about 

impacts of 
algorithms on the 

public
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Reach out if you are interested in building an RAI 
enablement capacity within the FSS!
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inquiries@xd.gov

Tomo Lazovich tomo.lazovich@census.gov

Thank you for listening!



Backup



PRIVACY ENHANCING TECHNOLOGIES (PETs): THE GOAL
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Add noise: differential privacy, 
synthetic data generation

Encrypt: secure multi-party 
computation, fully homomorphic 
encryption, zero knowledge proofs, 
secure enclaves

How can we enable 
analysis and gain insights 
without revealing 
private information?



IMPORTANCE OF DEMOGRAPHIC DATA FOR FEDERAL AGENCIES
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PRIVATE JOIN AND COMPUTE PROTOCOL, MORE FORMALLY
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For details of the protocol, see Ion et al., On Deploying Secure Computing: Private Intersection-Sum-With-Cardinality, https://eprint.iacr.org/2019/723.pdf
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Private Join and Compute Protocol

https://security.googleblog.com/2019/06/helping-organizations-do-more-without-collecting-more-data.html



Workflow GUI Mockup
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Workflow GUI Mockup
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Demo 2 – ML model performance across demographic groups

30

Demographic server

CSV with unique ID and 
demographic group

Partner client

CSV with unique ID and 
model outcome



Demo 2 – ML model performance across demographic groups
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Engineering workarounds to run “Private Join and Compute” on cloud.gov
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Cross-compiling Rust 
implementation from 

OS X to Linux

Generating a REST 
API proxy around 

gRPC communication 
protocol

Modifying client to call 
REST API and 
serialize JSON 

correctly

Internal cloud.gov 
networking for proxy 
communication with 

gRPC server



gRPC -> REST API - Overview
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https://grpc-ecosystem.github.io/grpc-gateway/



gRPC -> REST API – generated code
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Add annotations to proto file

Generated Go proxy code



Modified Rust client - example
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Convert RPC calls to REST API calls



Internal cloud.gov networking
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Create internal route to gRPC server app

Allow traffic between Go proxy app and gRPC server app



Future vision:
Demographic 

Disparities as a 
Service
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